CHAPTER 11

Physi cal Security of Personnel and Equi pnent

11- 100 Physical Security Policy

1. It is recognized that AFRTS outlets are located in many geographi cal
areas of the world that, at sonme tine, could becone subject to hostile actions
bet ween opposing forces and/or subject to terrorist threats or actions. AFRTS
policy is to protect at all times, to the maximum extent possible, all assigned
personnel, equipment, and facilities from hostile and/or terrorist threats or
actions. Wile 100 percent protection against terrorist activities can never
be guaranteed, several things can and shoul d be done to |essen the degree of
exposure to hostile force and/or terrorist threats.

11-101 Security Responsibilities

1. Network Commanders and/or Station Managers shall, in full coordina-
tion with their host-comrmand and respective Broadcasting Service, ensure that
pl ans and/or procedures for protecting against hostile threats and/or actions
are addressed in Host-Tenant Support Agreenents, Menoranduns of Understanding
and/or Inter-Service Support Agreenents. This is a mandatory requirenent.
These protective plans and/or procedures nust be based on various factors,
whi ch include mssion requirements, available personnel resources, fiscal
resources, host-command support, Unified/ Specified Conmand and theatre conmand-
er requirements, and the severity of either imminent or long-termthreats.
Each Broadcasting Service shall have on file a copy of the physical security
pl ans and/or procedures for each outlet under its control.

11-102 M ni num Physi cal Security Requirenments

1. Each overseas AFRTS outlet (no matter where |ocated and including
remote transmtter facilities) shall be provided, by the agency responsible for
the site’'s operation and mai ntenance, the follow ng m ni mum protection:

a. A sinple duress alarm system at studio and manned transmtter
| ocations. An intrusion alarm systemat all renmote unmanned transmtter

facilities.
b. Qutdoor security lighting.
c. Security bars on all wndows (or 'equivalent).

d. A cypher lock on primary access door and adequate | ocking
devices on all interior doors.

2. Al AFRTS Station Managers shall:

a. Have a valid physical security plan that’ realistically reflects
| ocal conditions and possible |ocal threat environnent.
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b. Ensure that the station security plan is incorporated into the
host - command security plans and/or procedures.

c. Review the station physical security plan annually and have it
eval uated by a disinterested party.

d. Mke certain that the host-command security police adequately
check station security during their routine patrols and provide themwth any
speci al instructions.

e. Provide a copy of any security plan changes to their appropriate
Broadcasting Service headquarters.

3. Physical Security plans and/or procedures nust address at |east the
follow ng areas:

a. Station access procedures. Access to AFRTS outlets nust be
tightly controlled at all tines, even when there is no threat. In times. of
threat, use of access lists, 100 percent ID card checks, and increased use of

security personnel may be appropriate. Measures that would deny unauthorized
persons access to the station after an evacuation are al so required.

b. Protection of assigned personnel. Personnel should be evacuated
before the station is under a direct threat. |In the early stages of a threat
condition, station operations should be reduced to allow for the early evacua-
tion of as many personnel as possible. Actions that involve unnecessary risk
to station personnel shall be avoided. Each station nust have a pre-designated
saf e- haven where evacuated personnel can gather and an established procedure of
accounting for assigned personnel.

c. Station disablenent. Station disablement procedures nust
reflect safety considerations, require only mninumtechnical know edge, and
avoid irreparable damage. Station disablement should be undertaken only when
conpetent senior mlitary authority in the operational chain-of-comand has
determ ned that eneny and/or terrorist takeover of the station is inmnent.

d.  Protection, renoval and/or destruction of AFRTS program nateri -
als. The security plan nust provide for the safeguarding, renoval, or destruc-
tion of AFRTS program materials. There should be no hesitation about destroy-
ing the programnaterials if the situation so warrants.

e. Protection, removal, and/or destruction of all broadcast equip-
ment. The security plan nust address proper procedures for removing the
broadcast equipnent to a safe |ocation before the takeover of a station becones
i mm nent, or the equi pment nust be destroyed if there is not enough time to
renove it to a safe location.

f.  Protection, renoval, and/or destruction of key docunents.
Qper ational Plans (OPLANS), Standard Operating Procedures (SOP's), transmtter
schematics, technical nmanuals, wring diagrans, facility records, or other. key
docunments that coul d possibly be used by hostile eneny and/or terrorist person-
nel to conduct Dbroadcast operations nust be renoved or destroyed.
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g. Chain-of-comand notification procedures. The security plan
must contain procedures for notifying the operational chain-of-comand when the
eneny and/or antiterrorismplan is activated. Network Conmanders nust assune
that they may not be able to alert their affiliate stations through normal
communi cati on channel s.

4. The AFRTS outlet (Station) Security Plan nust acknow edge that the
outlet may be required to continue operations (perhaps in a non-standard
operating manner, i.e., automation system with recorded advisories, cable
operation only, etc.) for as long as possible during a threat situation. Host-
command base security plans should delineate the support required of the AFRTIS
outlet in abnornmal situations. The base hostage negotiation team should be
famliar wth the outlet’s capabilities and be allowed access to the outlet to
support its activities. In any abnormal situation, every effort shall be made
to support the host-command base actions, consistent with DoD Directive 5120. 20
(reference (a)).
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